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9 Sumnary 


Aag wth te emg d wry high speed dictios ad reda, reorce mepet bes 
Iexra a aiti cd. ise inthe Research Irterret, anditterets ingrerd. Afurcbrerta. chrate- 
istic d tle resoree mepet prddemis alowg adinistraivdy Æ to irtercorec wile 
réatire cotrd or rear wae kee, we Ive laded a cadd artiaddiand tle tys d 
ear meat Hide thet reed to be sypoted "His pe attese plicy requrerarts 
far the ReerchItteret. Ate justifyirg or asupfics regard rg Dtqaay w preserted a. 
txconadeade d pdide tht rst be spote bya Rpdad. 
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poidd dtaled carats œ a paias ddt. [aid Gait irdertertly cased re to 
wite ths daret. Sern Artsa?s cotribtias dxenwe spdd rexqgitin Te athe is 
supported by research gats fromMtiad Siae Priti Az T ad GE 
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'2Moreover, the source routing approach loosens the requirements for every AD to share a conplete view of the 


entire internet by allow ng the source to detect routing | oops. 


13The natch between RFC1102 and the requirenents specified in this docunent is hardly a coincidence since 
Cark’s paper and discussions wth himcontri buted to the requirenents formil ation presented here. 
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is tht axess toa Ad ay pirt in tire is cotinet um a lod, hgy dm, 
prater tht is nt ddaly aalale ‘Terefae sha plicy tamoold wl ret 
in logirg adlldias, ad exssive rate (re)captdio ocete huh umeptale 
Greqetly ths is ae tye d Hig tht ratirg eqerts sst wild le dffialt to 
sat ina very large dxertrdized irterretwrk 


e Guiaity œn dso le pdiedic, bt m æ dwistatirg æ gly da Mastin 
gus. ke tle catianis les spedfr. Wy fie gan mide, Wich restid axes to 
prüola hts, a ae atit un wy fre gan we das idxtifrdian my Le 
adieed me dtietly wth rtwkled ass oartrd | Tl] o ed systercotrds isted 
d brozirg the irter- ADratirg reclerism 


e Sarityis egere, æ dv. Ritig pooods ae subject to frad throph imers 
dia, dia sdstuian ad did d save Sed tle prayed redaism poi e 
sae res fo diedia ad mnmrepddioan Idee, to adiee a piai peatind 
rare risise is experi vein terrm d? per comecioncr per. pit cryicpralic oerfead 
kr sae enirarats we frity lelieve tht ths wil be mesay ad w wld prefer an 
aditecture tht wid axomite suh widility B. 


Ingrerd, it is dffilt to pede the it d ay prticla pdicy term Hs wil be mtd 
to assist pere in witi ad dli diti rg pligy tem 


8 Proposed nechanisns 


Feias ratirg pods hme atresed a mro ditia d Hi zs apie fa tle 
irterets d thar dy Inprticda, KPJ, P13, ad REG imarpe a mind pdicy 
Testrictias æ to Were rati ditalzee irfarrdioantrads. Ne are irtenbd to sypat plicy 
Tzsed rati rg. f. mits æ cesar led ere. Meret rati rg praxsdss suchas Tater 4 ad 
Grtesi a H cold te wed to restri d; pact farvard rg bt are mt s ted to sarce/ disti riti an 
ad saad tle axdtiaaieted pide. Wed these pdig tys ae aiticd to sgat. 
Wide tht far enirarats (eg, win an /Dsustrutue) in ticht sme Aqiq 
«xjetue Idd trie, thse dtermtives ry le sütalle. 


ECHOS poids a god dsaipimd shrte termpdicy ratirg regireats. Ban 
dasifes three tyres d mhis Hig æd dstribtimd rate intamtio plicy bse 
mit fawd ad pdicy æa dymic dladim d metwrk rsares. Te sac das 
is deracteri zed by Be Car's RRarditetue, HCTMQ4. Wh respect to tle lager tem 
regirerets lad at inths duret, aly ths sord das is eqressive ad fleille euph to 
sgat tle nitipidtyd sttb adi trasit plide. In der we, tle poe d the Rapach 
(eg, HO?) is mt jut in tle atd granlenty € cotrd pirtelat Ly Ban i.e, tle 
ablitytospedfy prtiala hosts and wer dass. Its pow is intl dilitytoepes adaface 
ray types d. stub ard tramit pdides ard ag y temm a d scri mmtary Isis to dfferert A3. 
haitia this yah poids exlidt sgat for stub AS to atrd rates uia tle we d 
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Regional B 


1 Rg Bull cry traf fraybo ay dedly coreced E'R/Uretwrk to ary E//U 
Twrk àaacrmedd crier reades d its W. Inths œe tle poets are dagd 
far sime the amdd carrier dags per kilqaddet. 
[RegionalB : (x, (F/Re / U}, (F/ Re / Uy», {F/ Re /U}, Cc} 
{unauthenticatedUCI, per—kilopacketcharge }{}| 


6.3.3  CAnpus and Pri vate Net wor ks 


Srila irterwew shold be concted wth adiri stratas d cams ad piwte retwrls. Hw 

ee, ray apeds d thir Hides ae atit tle still uresdied plide d tle regads 
adfedrd pie. Inayeat, tramit plide wil be criticd far caps ad pivte retwrls 
to fex liy catrd aes tolaterd lirs ad private web aa mtwrk, respecti wd y Fr eae 
asl st d uiversity ad prete Ldrataries my proide aws to sæd get lids fo 
partiolar dass df rexarders. Gitle dhr band sare/éstirtio dide shal d idt be wed 
inpar d mwkled access catrds far thse end A3. 


6.3.4 Connmercial Services 


Greatly comrdd amicetian serás pay alowled rde in mst prts d todys & 
search Irterret; they poit the trasrissi rada, i.e, leesed lires. In the fitue w et 
caradd carriers to proi de imreesi rd y Higher led ad elmed será ees. suchas li gh speed 
mit switched ahe serias. [case suh series are rt yet, pat d the Research [terret 
irfrestructure thee eist 10 plicy statererts. 


Cage ad acortirg ae ætan to le anitat dig tye inthis atet. Meoe, 
ve atid pte tle lag hal serias miket to be highly copttitive Tis imies tht atig 
serüce poidrs wil apap in sigiftat gang in tera d pigg and pid d serios. 
Greqertly tle dility to epes varied ard dmir dargirg plides wil te citicd for these 
A 


7 Problenatic requirenents 


Mt di this ppr bes Idhedfe atidddind diwy dale Hig statererts in adr to 
Ie p dire tle tehid reden sr reecid far efoeret. Wportedatcp db dign po 

begimrig wthatialdimd dsiredpdide. Mwwefed cxpdledtorertianregiremts 

tht are dead y pdientic framthe httanp perspective d tehid fæiblity 


e Nnirterfereme Hide aed tle fam“I wil pode xes fo piripds x to rsares 
y solag a it des md itefee wh mitten wae” Te piddemwth suh ide 
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Defense Advanced Research Projects Agency (DARPA) 


1 DRAwil carry trai to/framary hst in DRA /Dfromay etem hest tht can 
gi it thre so lag es U is emed a spot. WU atleticting pr pedet 
dag 
[DARPAI: (x, x, *)\(x, DARPA, research, support} 
{unauthenticated —-UCI , noperpacketcharge }{}| 


2 DRA] cary trt fer aylot corected toal/R/YC retwrrktal rg to any dhe 
kst corected toa WR/YG via ary HR/YG etry ad ext. mtwk solaga thre 
is it is ig wed fcr researcher spot, and tle rebwrkis mt leaily argsted!. Tere 
is wathatictind th W adm per ple digg NE lam wal d lile to say 
salir abut the med to eter the rp Ae the pirt dosest to tle dstintian.. bt 
i dott howlowto epes ths... 
[DARP A2: (x, (F/ R/U/ Co}, (F/ R/ U/ Co», (F/ R/U/Co}, {F/ R/ U/Co}) 
(research, support }{unauthenticated —UCI , noperpacketcharge, 
non-interference basi sH} 


Defense Commmi cations Agency ( DCA) 


1 WAw! mt cary ay trait tra It wil oly axegi ad sed traf to ad frarits 
ralbides) ad aly fromad to lsts an dhr HR rts. Al pdets ae mied ad 
dagd for by the kil qadet. 
[DCA1: (mail bridge, DCA, X», (F/ Re}, (F/ Rejfresearch, support} 
{unauthenticatedUCI, allincomingpacketsmarked, per —kilopacketch 


6.3.2 The Regionals 


Interviews wth regam rewrk abnistratias are rowurkrvay In grerd thir pdides ae 
still in fareticn de to tle relatively recat, famin d thse regal rebwris. kew, for 
the sale d illutraian w proi de an eagle d a hpthticd regad’s returk plide. 


Regional A 


1 Rgad Awll cerry traf& frayto ay directly owt HR/Uretwrk to any HR/U 
riwrk via W if it is fa a mard q syot WE. (MF regimes tht dl Rjad 
retvarls aly pss it traf that, apis wthits, Ws, pide!) 
[Regional A: (x, {F/ Re /U}, {F/ Re /U}\x, {F/ Re /U}, NSFyuresearch, support] 
{unauthenticatedUCI, no -per —packetcharge }{}| 
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Lepart nent of Energy ( DOE) 


1 DEvll cary trai to ad fromay hst directly covected to WEso lag æ it is wed 
far reeche sat. ‘Tere is ro athetictimd tk W ad ro pe pit dyg 
[DOE 1: (x, DOE, -\*, x, *{research, support} 
{unauthenticatedUCI, no -per —packetcharge }{}| 


2 Evul cary trá& far ay lost awted to a HR retwrk tdk to ay dhr lost 
corededtoa HR va ay HR etry ad eit retwrk wthot rrd to tle W. Tere 
is m athetictind te W axi ro per mkt dagg (in dier wo Wis me 
restrictive wth its om trat thn wth trait is caryrg æ prt d a reore shrirg 
[DO E2: (x, {F/ Re}, (F/ Re Je, {F/ Re}, 1F/ Re )U 
{unauthenticatedUCI, no -per —pktcharge }{}| 


National Aeronautics and Space Admi nistration ( NASA) 


1 Mea wil act ay traf tofrommtes d tle Nea O Bt ro traxit. N UT 
aiterti cation ard ro per pides; dare. 
[NAS Al: (x, x, *)x, Nasa, -Nasa —research, support} 
{unauthenticatedUCI, no -per -packet -charge Mj] 


2 Nea wil cerry tramit traf tofrmdhr ford gery mils if it is in sgot d 
research, anlif tle tdd we d aalade BAby mma Berd agris is dovme 
itterferare pdicy type meek sam me wrk in tem d irtegatirg it ito tle rotirg 
dgrthm Se Sci 7 
[NAS A2: (x, {F}, x, {F}, research, support} 
{per -packetaccounting, limitedtonhofavailabl e BW4}] 


3 NeA wl] ary awdd traf to fatrd ad rgad ad uiwemity A9 fo ma 
meche sgat. Bt it wil nt dlowtramit. Te prticda etry As mt itat. 
[NAS A3: («, {Co}, x}, (F/ R/U}, *{NAS Aresearch, support) 
{unauthenticatedUCI, noperpacketcharge }{}| 
4 GQacse by cee lis Nery proi cb aws toits resares maast ra rbrsed bis. 
Tasit tra ll mt be crrielantlis Isis. 
[NAS A4: (x, *, Xs. *, Jü 
{per -packet -charge, limitedton' 6f available BW}{}| 
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fa Rgad, Ufa Wivesity Gfo Gredd Gpodim ad Efo Gerdd Grie. A 
iyen -, res ro agli calle rides. 


Beanirga Pie cni dtifytle tyre df pdi cy repesated, as per the taxcrargpreserted 
alie. 


e. f an /Dspeifes aplicy tentht ks anil (-) ertryfar the Adit, thnit is dsdloing 
trait fo saa gapd wes, adit is a trasit, pdicy 


e. If an AXspedfes a plicy tentht lists itsd f epidtly es Asc q Act, it is exressirg 
Testricdiars an vio cen aws particla resares wthinits bondris, a m ip iride 
cndianeterd axs. Indle wé tle Dis expressirg a saree/disti rati an pdi cy 

e If Adit a Adtr is speifed tha tle plicy epesedis an ext/ertrame pth pdi cy 

e If te dda axdtias ird ub durg rg, QG mawe grate, tira df dy lige led 
qidi reare litt, c athetictim rdaedirfarmdiait is diasly a dag 
(B, emae grate, tera, liger led agli ctia, rsare lint, q athatictin 
mig resedi d y 

A seen bd oy ay are Pi tyidly irargardtes a aabiridtian d. Hig types. 


6.3.1 The FRI CC 


In tle fdloirg eares dl pdides (ad PB) are syretricd uir tle asupicn thet com 
micdiciis seid. 


National Science Foundation ( NSF) 


1 ME wil cary trá& far ay hst coveted to a HR retwrk tdkirg to ay dhr het 
«arededto a. HR a ary HR ertry ard ext, retwrk, solag æ there is it is birg wed 
far reearchar sat. Tere is watletictind the. W ad ro per. pda dag 
Mite is aake and so does nt amt dredly to ui versities q capies... this tle 
inictimd {HR} imtedd {PRUG s Aat ad Ait. 
[NS F1: (x, (F/ Re), (F/ Re J(», (F/ Re), (F/ Rej(research, support} 
{unauthenticatedUCI, no -per —pktcharge }{}| 


2 MF wil cary traf to wer ad eget series hets in MF ADtofromay HR A) 
vaay HR AD Fe ae tle aly the tht directly awt to We. 


[(NSF2:((Usersvcs, Expert Svcs}, {NSF}, {F/ Re }\*, (F/ Re}, {4)} 3] 
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6.2 Taxonomy of Charging Poli ci es 
Sub and trasit drg rg dide my sped y the fdloirg praters: 


e Uni t of accounti ng (eg, dlas a celts). 


e Basis for chargi ng (eg, pr Eye q per Kit). 
e Act ual charges (eg, adul nites sha $.5)/ te). 


e Who is charged or pai d (eg, aigreta d jade, imedate migbr franck 
ws recited dstirdion d pit, a third party adlecian apt). 


e Wiose packet count is wd (eg, sare, dstimticy tle trasit As om cont, tle 
cut d. sara ystrencr coastreanA), 


e Bound on charges (eg, tolirt tle aurt tht a stb Dis wilirg to spend, ar tle 
awt tht atrait Ais wilirg to cary) 


Te afacet d these dids ny le cariedat dri rate sytlesis a rate sdecttial4 


6.3 Exanple Policy statenents 


Te fdloing Hig staterats wre dilated in tle fdl € 198 thagh itteiew wth rep 

Tesertatiws d tle fd apie rot ind wdinsugwrürg irtermetwrhrg Ge ain we 

eqiesiz tht these are not. official policy stat ement s. Teyae pesatediee to proide amete 
eagje d tle sot d Hide tht gis waldlile to erfarce. 


Expressing policies as Policy Terns (PIS) Ehpiig is dsciled in Egish ad thn 
epesedina policy term(PT) ntdia spgsted by Be Cakin[4. Ech Premesats a 
dstint plicyd the ADtht sytlesizdit. Te fant d a Pris: 

[(H src, AD, AD) (Hist, AD, A Dit), UCI, Cg, Cb] 


Hre stab far sare Ist, Aare for sare A) Aat fo ateirg D(i.e, mdg 
ADframwtich tráB is arivizg drectly), Ibt for dstimim lost, At for stimin A) 
Ait fa eit Die, mgtrirg /Dto Wich tráf&is gig dredy), W fa we das 
idxtife, ad (d ad Gfo dda ad bladed cnitias, respediwdy Te prpsed a FT 


is to spedfy tht pets fromsam lot, H src, (T agapd kts) in a sare A) AD src, ale 
dload to eter the ADin qestim wa sae dredly axmcted A) AD ent, ad eit thagh 
arth drectly camected A) AD exit, mits wy toa hst, H dst, (Œ agapd hets) in saa 


éstiretio A) AD dst. Wer Cas Idetifer (W) dlos for dstirgishig, betwen vari as wer 
dass, eg, Gemet, Rech Gwrdd, Gtrat, dc Ghd Grdtias (@) repeat 

bllirg ad dle widie. Haed Gotias (©) rdate to aeants keten rà ghi rg 

AS, eg, rdded to meiga dige In tle eagle plig tem poidd ld ome me 

ue d tle fdloirg areidias: He fa { ONSAWAM}, Ffa Bed Ary R 
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jot a rote æd an ary D(a catimtind A3) intle rote Srlaly a tramit 
AXald express a mkt farvard rg pdicy tht bees diférertly dxerd rg unn wich 

AS a mkt bes passed thagh adis girg to pss thagh en rate to tle distirtian 
les atitios (ard perfars me resale) pih sensi tive Hide ngt aly dsarirmite 
axd to tle imalae righ Æ thagh vii dh the poet is tradirg (i.e, asttb 
retwrk ald reject a rate æd cn tle frst tramit ADin tle rote ad a trait AD 
cldepes apace favard rg plicy tht dnb um tfe petas, antle siset, 
traxit Æ in tle rade.) 


Quality/Type of Service (QOS or TOS) 
‘Tis tye d Hig restricts aves to spedd maras q saves. kr eae, a spedd 
igh thagpt, lowdday link ray be nab adlie an a selecti ve Isis. 


Resource Guarantee 

Te mids poi de a grated mæta d arsare an a sdective, æ reecbd Essi s. 
Indhe wards, the rare cen Fe wed by cles if the preferred: Ak di&red laxdis bow 
tle grratedlad d sevice Te grate ray be to dvs carry irtra AXtraf ar to 
dws carry irter- AXrdit for a spedfc AD 


Tenporal 
'"Bprd mids restrict wae bsed an tle tira f dy ar dhr tim re ated prartes. 


Hi gh Level Protocol 

Wap ny le metida to a spedfr igh led pood stha ml a fle trafe. (A 
terativd y such plides can be irrererted æ saure desti reti n Hides by cafgrirg a 
kst(s) wtlin an As an agli tian rd ay and copie pi cy tem thet dlowirter- AD 
acess to aly tht het.) 


Resource li mt 
"Tere ray le alint atl aurt d trafiladasore ny erde driga prti clar 
timite, eg, so my pits ina dy lur, a mte 


Aut henti cation requi renent s 

Gdtüa ray be sped fed regard rg tle atheticblityd pinipl idtifýrg ifam 
tim Sra Æ rigt regire sae famd aydaradic pof æ to tle idttity ad 
dfiaias d tle pimp befae poide aws to ariticd. reares. 


‘Te awe mig tyes waly eist in ohmia fo a prticia A) i.e, a Æ mides 
net epes a cobmtiod tramit, sare(dbstimtia, ad GB restridias. Tis tax 
wil ade zs Ris hidd to dhr dam. 


Awl be sen in Stia 63 an Dan epes its dergrg ad aaxss pide ina dirge 


sytax 


Meoer, bth stub ad tramit plide œn weist. Hs is irprtart, sine saa A3 


qade as béh stub ard tramit fadlities ad regire sthhbidatrd.. 


Btin 
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6 Policy types 


‘Tis stia adlims a taxmrg d interes Hids fa inte Dicplaies tht dlowlaerd 
ad hæs links. Te tang is. irterdid to coer a we rage d Æ ad irterris. Ay 
prüola Rarditectre ve dign sold suat. asigifrat suse df these plicy tyes bt 
ry ni sat dl d tlemde to tehid cxpgexty ad fame cosidrdias. Te 
ged tamyis itat ipt toa fudiad spedfration for Hi Meose, it cn be wed 

to edite ad ape tle sütablity ad cdess d exstirg ratirg aditetues ad 
poods fo Hi see Sxtian& 


Wpoit eae fromtte Rsearch tent d the dffrat pig tyes in tle famd 
rare ap Hig steets. Fese stderats we cdlected thraghitteies wth aey 
repesertaives, bt thy do not repeat did pdicy Tse sape pdicy statererts shold 
not be itterpeedas pry dig they ae poidd lee aly a eape. 


leri plides fdl irto tw dase, xes and dagg Aws pdides speify do cn 
we resares ad uct Wet codtias. Cigg pdides speify tle reterirg, axutirg ad 
bllirg irderetelly a particolar AD 


6.1 ‘Taxonony of Access Policies 


Whe i dirti fed tle fdloamg tyes d acess mide tht A9 my wshtoefoe Cage 
mide ae dscriled in tle siget sdim Stia 63 poids me spaft eagles d 
kth aves ad dagg plide wirg HtCplicgy staterarts . 


Aces pdides tyicdlly ae exressed in tle fam principals of type xz can have access to 
resources of type y under the foll owing conditions, z. Teplide are caegrized hdowaxadig 
tote diitind yadz Inay prtidla istae, ahd tle Hig types wid be futher 
qaifed ly diitimd legtinte pimpis, x i.e, wet d'eraderistics x mst Ime in adr to 


aws the raare in qestim 


Wrefer to aws Hides dsai led ly stub ad tramit AS Te tw de ipy dffet 
ndivdias fa resarce atd, bower tle tyes d Hids exressed ae inla; w ept tle 
suprtirp redarisrm to be ama wl. 


Sub and tramit acess pide rg sped fy ay d tle fdloing prarters: 


e Source/Desti nation 
Sxrae/lesti rin dids peet ar restrict, comictio arg rated by q dstired far 
prtialar Æ (ar lots q wer dase within an A). 
e Path 
Fth smiti dide speify wich AS may ar ray rd; be passed thagh en rate toa 
dstirdia ‘Te mst gerd path sersitive ides dlowstub ad tramit A9 to epress 
pdides tht dor many component intle pth Indler wé, a stib ald 
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the capex cse, led amtias mst be supported dap wth tle reas to cotid tle we 
d such corectias in tle ratirg pdods. 


Te dféret tiges ipy df&et plicy regirerets. Te frst mH asus tht 
dl dids can be expressed and erfarosd in tem d dlas ad cats ad dstribted dagg 
scere. "Tesexrdral asue tht A9 vat me waiedartrd aer thir resares, cotrd 
tht can rd e caiued in a dlas ad ets mtric dae — W/dscri le tle tys d pdides 
to be sypoted ad poi de eares in tle fdloirg sectio, Siam In bie’, gn pite 
laterd lids, Æ mst be de to express access ad dagg rdated restrictiars and pivless 
tht dscritmete ma Dis. Fese pdides wil te d'wrse, qumir, ad rewregirererts 
wil eee oer tire, coseqetly sit mst e eteside kr eade, tle pigg ad 
dagre sdens d ay ie lag hal service wil vary oer tim and my Fe rd ati d y d dorate 
(eg, my tias d savin, spedd pep dds, to atiee pice dsarimatian). 


Me tht these asupias dot axpesty b ni pedut sae elledia d As fran 
"regrti ati rp ag thar dig dffems, i.e, farga fedbratiay ad ood riti rg a simifed 
irter- ADaxfgratian in adr to redie tle regiremrts for inte-ADretaism kie, 
ve rattan thet there wil persist dletias d Æ tht wl mt ad œ ni Woes a 
site fedratiay both in the research comity ard, een me pedhimatly in tle bor 
cradd aem Mew, wen it com to ittercoredirp aras thse fedrdias, mm 
regtidde dffrems wil aise eertully It is ar gd todxdqpratnismatlt ae alice 
inthe bor arem 


Te tert comity &daadits aigrd pdad site whaly mim poisin fe 
wawe catrd[9. Tis ws anopide a tle tira f. d&dquet ksd a tle assumed om 
mity (i.e, reeaders) ad tle gard helig mue d tle tedy Te ret getin 
d retwrk techidagy is rovberg disigred to tde adata d High speed mda ad to stp 
pot High dead trf gererdted by rore pafd aptes and thir agii atia. [Y]. A wth 
"TEEPue he tht tle tech gy bei rg dsl qed wil frditsdf agliedatsi d the research 
amity ‘Tis timit vald be ioste to igure resarce atd regi rererís aid nt to 
py cau dteticnto thar spedfraticn 


Emly velokfovedtotle Inerret stricture tali rg adata d aaas d sale déred 
ly amd corerdd serios. ke, in my respects the prddemthat, stib. A9 my 
ths add wil be fad ly tle nitipe rga ad lag lal erties poid tle srias. 
Te caries! dagg ad rere cotrd pdides wil ble ape eugh to regire rtig 
Teduism sitar to aes bare posse fo te capex /Dtqasiqgy œ dsciled lere. 
Wher tle retwrkstrutue is bsed ai privite cr comardd series, tle gal is to axetruct 
pdicy sensitive recherism tht wil be traspret to end was (i.e, tle mtnism are prt d 
tle rati irfrastrutue a the retwrklewl, adit an ex to ed cen). 


expect private data networks to persist for the near future. As the telephone conpanies begin to introduce t he next 
generation of high speed packet sw tched services, the scenario should change. Hbvever, we nai ntain that the result 
wll be a predom nance, but not conpl ete dom nance, of public carrier use for l ong haul communication. Therefore, 
pri vate data networks wll persist and the routing architecture mist acconnodate controlled interconnecti on. 
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to tepdegy ad Hiq Tey ated tht in tle lag temtle fdloing thee codtias wil 
peal: 


e Te pic anes wil proide peresive, oorptitiel y piod, High speed dta seri as. 

e Tersdtigtadeyd A9 vill be stcb (ct tramit) A corecedtorejad hios, 
wich in tun irteramed wa rdtide, oerlaprg lag Inl. Ixddsres, i.e, a heady 
wth ro laterd coredias betwen stub AS ar regards, adm verti cd. hgs li ris. 


e Te mig rgireats d tle hk ad stib A3 wil be bsed aly a darge fa 
Tare iege d tle stub ADto aihe ADborhry ad to setlirg axarts betwen 
ri ghtvrirg hko poids (regad tolag tal, adlag lal tolag tal). 


Ttr these asuttias, tle pimry reqireat fo erd ADittercorect is a deri rg ad 
dugrgpdod. Te ratirgdisia an le miledas asimpe lest ast pth wth tle retric 

in dlas adoats. Indler wo, restridias an axes to tramit saves wil be mind ad 
the fuctiadlity proi dxd ly the matig ptad reed rd be dd sigrifeartl y froncrret 


Cnplex AD topology and policy nodel Tb carte agret is tht a me apex 
ADtoplepy wil persist. 10 Te dffret: assuptias abot /Dtopd py lead to tle sigifratly 
dffret asupias dat Aplide. 


‘Tis mf asues tht the tuy d Æ wil in ray respects agree. wih tle petas 
rod df inresed comadd arie preti pti an and resd ti rg headiad strutue Heer, 
ve atid pte wad dhe ard persi stert, erpiar tothe heady  essura thet there wil le 
ardaivdysrdl nrher d laghai traxit Æ (tle adr df 10), bt thet there ray be ters 
d thosank d regad Æ ad hited d thosaxk d stib A9 (eg, aps, 1darataies, 
adpivite apis). Te capetirglag tad d&ins wil df&, bthintle serias poidd 
adin thar mkg ad pide Rod mwh wil oedapless ad wil cxred caps 
ad pivate apy mwh. kee, ray stib. A3 wil retan sara pivdelaerd lins fo 
pBditicd, thid, an rdiailityresas. kr eere, pliticd imetivs case agaiztias to 
inest in hæs lirks tht ae mt dvg justifzlle ma stid ast aprisa basis; sped dized 
thid reqireerts case apaizdias to inest in lirs tht Ime duraderstics (eg, dta 
rte, Hay era, suity mi adldie frampilic caries 4 a aptitiw rte ad citid 
Tegirererts case agai zdias toimest 1n red roit bk vp linis for rdiaility eæas. "Tee 
exetias to tle dlevise reglar tqadegy ae mt dspesite Tey wil persist ad rst be 
axomotted mhp a tle ere d qtimdity, see Stia 5 far me dal. In attim 
ray piwe apis wil rtanthdr ompive lag hal etwrk fai liti es. H Gtd dff- 
aws betwen tle twos fdlofrartle dffrave in æsupias rrd Atalay In 


10Mich of the remainder of this paper attenpts to justify and provide evidence for this statenent. 

!ÜWile private voice networks also exist, private data networks are nore connon. Voice requirenents are nore 
standardized because voice applications are nore uniformthan are data applications, and therefore the comerci al 
services nore often have what the voice custoner wants at a price that is conpetitive wth the private network 
option. Data commni cation requi renents are still nore specialized and dynamc. ‘Thus, there is less opportunity for 
econony of scale in service offerings andit is harder to keep up to date wth custoner denand. For this reason ve 
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lawrdory ‘Tey reit ina aps Ddag wth wes vio ae lejtinte was d dhr A 
mars. Mexr, ay ae peso ny be a lejtinte wer d mitipe Avreores utr 
wyg oxdtias ad castrarts (xe eres in stim 6). Inatitia, wes œ me fron 
ae ADto actle. In dher wr, a wes igts cn mt be derned sddy lzsed an tle 
ADfranwich the wrs comictias aigme Grgetly Rost ni aly idstify 
resumes, it mst idatify pr? nci pal s 8 ard assodate dffret cagilities ad rigts wth dffret 
pinipds. 

Gb vay d redig tle copaise d atanya ded wth intercoecianiis toire 
ret retaismm tht asue accountability fa rearos wed Avortaility ny le efooda 
piai, eg, axs artrd miaisa agiied hefare resore wae is permitted Aterntidy 
accortalili ty nay be efared after the fat, eg, rexrd lee rg ar meig tht syts dtec 
tia ad poids ei dine to third partie (i.e, merepdadicn. Avortdility mdaism cn 
dso be wed to proide fædak to wes æ to asuin d reares. Itterdly an AXften 
did to do avy wth such feechxk ut tle prermse tht comictimisagda gd ad 
shold beirilited Tere is nt rexssarily a ‘dal gud’ arcs Aborbie. Teefce 
it bars rare agar de to Ime resarce wage visi He towers, Wether q nt ach change 
for wae tales pae Adhr ntivticnthet divs the reed far. avortaility across. Akard 
ais is tle greder waidility inimeataios. Meet inleataias d a ine retwrk 
podod cen vary gedly æ to thir dief}. Wenn assum atd oer imentdin 
amos Ahris. Recheck rector sm suchas reterirg (and dag p in sara cases) wld 
irtradre a amete imati fa A3 to erdhoy ef ert ad cored irderertatias. Hishald 
dlowan ADto akertise ard aly such xati rg esus to irter- /Dtrat 


Insurmy tle lakd dda athoity the wed to suat retwrk sore sharp æ wll 
a rehwrkirtercorecicn the cofexand dic møg d was to Ad adrigts, ad tle 
Ted far axortaility arcs AJ, ae d'aracteristi cs d irte- Adcom ctias vla ch rrt be 
taken ito axort in the dsignd bth pdides and sypotirg tehid redarism 


5 Topology nodel of Internet 


lfc dsassirg Hides per se, w atlie ar md d irter- ADtegdogy ad hvit irflenas 
the tye d plicy suport regired Mt rerbers d tle Inter, amity agree thet tle fiture 
Trterre wil amt a tle adr € NMWA terimim parts and WW AS. keer, 
thee ae cafidirg qinas æ to th Dtadgy fa wich ve mt dign Biratuism 
Teirford agreat is discri ed Tere. 


Sinple AD topology and policy nodel e mtes d tle Inert amity ldiee 
thet the aret ape tqadagy d irtercomected Æ is a trasiert, arti fact. resdtirg frartke 
eduiaary mue d tle Research Irterret?s listay ? "Ieaiticl pins d this agwat rd de 


*'[he termpri nci pal is taken fromthe conputer securi ty conmni ty[7]. 
?Thvi d Cheriton of Stanford University articulated this side of the argunent at an Internet workshop in Santa 
Cara, January, 1989. 
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4 Why the probl emis di fficul t 


Mice pasde wth ar dscipia d today ad Hig reqiremts ths stia atlires 
Sewrd asupias ad costrarts, mdy. tle lakd dda atinity tle wed to sat 
Tebwrk resoree driga vl 25 retrkirtercorecticn the capex and date mgd 

wes to A9 ad pivlegs, ar the reed far. acortdility aras AS Tee asuqtias lint 
the sditian spre ad rase dillerirg tehid issus. 


‘Te prpæ d pdicy æa rotirg is to dlavA9 to irtercoret ad shre copter ad 
Tebwrk rears inacrtrdledrmrer. Wile my dhr prdlemi df resaree atrd, there is 
Toddz atioity lech Adifies its mpide wth respec toits om trat ad resores. 
leer, wile w asua m dda athrty ad m ddd mide, we rexgrze tht am 
fide ataugirdies ro denne ad therefae m amidin Te ndti-agaizatian 
irterrets actressed lere hae irherert, regas d atang æ wl æ reqireets for irterden 
dwe Gr reais shold dlowA9 to design thar anties, instead reqirirg thet tle 
bourtries be dthr irperetrdle ar dirmmited 


Ge d the mt poledic awts d tle pdicy rati reqireats idertifed lere is tle 
read to sgot both retwrk resorce shairg ad irteroamedianaroas AS A eae d 
mawe shairg is tw AS (eg, apni, d'isias, apie) sherirg retwrk mars (eg, 
lids, a gtevas ad liris) to tde alatae d «auies d sde Foidm tramit series 
to eterd A3 is adir eagle d re&wrk eare smig — Ittecoredicn is tle mre 
am eape d Æ irterarredirg thar imbpentrtly wed retwrk resaros to adiee 
credi vty aros the Æ, i.e, to dlowa we inae Ato ami ete wth wes in ather 
AD In sam respects, metwrk rare atd is ipe then retwrk irteroamectian atrd 
sime the piertid drs ae few (i.e, did d seve adlas d meme cs copred wth 
awe rage d atads a end system thagh retwrk irteamdia). keer, cotrdled 
Tebwrk rare shrirgis me dfült to syut. In anirterret a pkt my trad thogh 
ante d tramit Æ mits wy to tle dstiretim Ceqetly pides frond! tramit A8 
nst be arsi dered wen a jacket is barp sat, vers far stub ADantrd aly tle mids d 
the tw erd pirt A9 Tae to be axeidered. In dier wre, aortic led retwrk rsare shiri rg 
adtrasit regire tht pdicy erfareerert, be irtegratedi rto tfe ratirg pods there ves and 
cn n be left to retwrk cotrd recharism a; the edd pitts. 67 


Ggictias dso rest frontle fat tht legtirde was d an Ab marss ae ni 
dl lowted in tht AD My was (ad thir aptes) vo ae fintd by ar ae affidted 
wih a prüalar prys poranresié wtlin te Dd the wers uiesity a reerd 


ê Another difference is that in the interconnect case, traffic traveling over ADA s network resources al ways has a 
nenber of ADAas its source or destination (or both). Under resource sharing arrangenents nenbers of both ADA 
and B are connected to the sane resources and consequently i ntra-ADtraffe (1.e., packets sourced and destined for 
nenbers of the sane AD) travels over the resources. ‘This distinctionis relevant to the witing of policies in terns 
of principal affiiation. 

"Econonies of scale is one noti vation for resource sharing. For exanple, instead of interconnecting separately 
to several independent agency networks, a canpus network nay interconnect to a shared backbone facility. 'lday, 
interconnectionis achieved through a conbi nation of ADspecific and shared arrangenents. W expect this m xed 
situation to persist for “well-connected” canpuses for reasons of politics, economics, and functionality (e.g., different 
characteristics of the different agency-networks). See Section 5 for nore discussion. 
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3.1 Policy Routing 


Beias pdods suh æ tle Bterir Gea Pood (KPJ abded a litited mtia 
d plig ad A3 Inprtidla, ataums systemborndries costrared tle fbwd ratirg 
diazse irfarmion ad aly indrecly dicted tle fovd poets temes. Woosicdr 
an Abii strative Dan (A) to le asd df hosts ad retwrk rars (gtevas, lids, etc.) 
tht is goerredby eamm pdides. Inlag irterrets tht cross agaizaicn bordi es, eg, tle 
Research Itet, irter- ADrotes mst be selected ard rg to pdicy rd ded parameters. such 
a ost and access. rigts, inadltianto tle tradtiad practes € amti ity ad aagestian 
In dier we, Micy Rutirg (HY is mbd to migte thag tle ape wd pig 
bonbie crested by nreras irtereareded AS, Mexe, each Dhe its om pivlegs 

ad perspecti ve ard tlerefare mst me its onedutiad led” ad peered rates. Hits 
ae rowunkrvay to ddo a rewgererdian d rati pdod tht wil aloweah Dto 
inbpentrtly epes and erfarce Hide regard rg tle fowd mits to, fram and throgh its 


mam. + 


Te prpse d ths paper is to atialde tle regirererts for sthig bsed rotirg Wo 
aiticd æsupias wil shape tle tye d ratie mtaisnthet is duised 


e Teigidid amiatind Æ, ad 
e Te tye ad widilityd plides eqresed by Æ. 


Wide we d tle pdides exressed yawns d arret Rseerch Irterret resources and private 

Tebwris comected tothe Research Irterret to gererdize types d pdides that rst be suypated 

Tis tcp dom ftrt. mt be de wth attertian to tfe tech cd inlictias d tle pig state 

reris if the redt is to be wdd ingidrgtedricd dselqret. kr ere, se A9 epres 

the dire to efaxe lod castrarts oer lowpdets trad to thar dstiretion Ger A9 are 

aly coveted wth preverti rg we d thir om retwrk resoress by vestri dirg tramit. Sill dhe 

AS are covered pri rari y wth roveri rg the epee d anig traffi ard proi d rg; feadack 

towers so that, wes wil lint thir om dita fous; inde wr they are oceerred wth dare 

ing Wee to A9 vise primary arnis comicdicn to ad frambosts wtlin thir AD 

a stub ad to Æ Woe pimy aveern is arig mits to ad fromtler A3 æ transit. 
If w adress cotrd d tramt dae, fa eagle tle resdtirg rederism wll nt recssarily 
dlowen ADto catrd the fbwd its paclets fromsare to dstimtia, a toinlest felle 

dagg shew. 5 Qr prpse is toatialde a opderiw st d regirererts fo Ra 
ipt to tle fuxtiaH spedfeatian amdewludian € posed putods. 


“These issues are under investigation by the LAB Autononpus Networks Research Goup and the LAB Cpen 
Routing Wrking Group. For further information contact the author. 

5Gene Budik uses the analogy of international travel to express the need for source and transit controls. Fach 
country expresses its own policies about travel to and through its land. Travel through one country en route to 
another is analogous to transit trafit in the network world. Atraveler collects policy information fromeach of the 
countries of interest and plans anitinerary that conforns to those policies as well as the preferences of the traveler 
and his/her hone nation. Thus there is both source and transit regi on control of routing. 
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3 Background 


Te Research Int erne? bs advedframsie Incibare we arco retwrk wth ray onected 
aps mwh, to an irterret wth nitipe cras-aourtry mks, rgad xes mwh, 

ad a pduin d caps mwh. A tins driv its dedet tle Rserch tert 
tg ayeared saevit, datie Gelagirefailities arllaterd (a queedtoheadid) 
amdtias seared to be the nde rater than the exephicn "By the Reearch Irterret toad py 

is eang me reglar thagh oxrd rmitian d? agercy instet ad adii d a heady 

sila to tht d tle tlg mwr’. Te resdt is sed oelagizp we ara leks 
coreded to regard. retwrls, vii chin tum corect to aps retwrls at wivesities, research 
lasrdaie, ad pivte apies. Meer, tle tdedoe retwrk bs lderd conectics aly 

d tle hgest led, i.e, betvenlag lal carriers. Inthe Rserch Internet there eist lated 
exredias a exhled d tle heady i.e, betwencaps (ad regal) mwh æ vl. 


Alitiad capeityis introdredin tle Research [terret by wrte df aaredias topivde 
Tebwris. My piwe amis are corected to the Reearch Irterret for prposes d research 
qc suport ativtie. Fese pride apis comet in tle sam mmr æ capses, ia a 
regod mwka valded lids to dier apse. kher, my capies Ime thir on 
pite web area mwh vii ch riysi ly overlap wth hike andr regard. retwrls intle 
research itteret, i.e, pivde verti cd. bypass lids. 


Infidt in ths ape tqxiqyy ae agaizdtian bortrie. Tse artis dfe A 
thistretive [dirs (AS) Wich pred ub tle ipitin d ase catrdiadsd d Hids 
adl rsares. Te suyect df this pæ is the pdicy regireratts fa rsare wae cotrd in 
the Research Irterret. 


htk rerinir d ths section w dscile tle mig ratirg pademin wy gerd tera 
‘dian 4 eanes tle costrarts ad regiremets tht mes tle pdlemdHlegrg ad 
leak w to codub tht a rewgereratian d rtig ad reare cotrd pads ae md 
Stia 5 poids mre dal mar asupias æ to tle fitue tqaday ad aofgraind 
irterconected AS, Wreu to the shet d pdicy regirererts in Stio 6 ad ctegrize 
the dffret tyes d pdides tht A9 in tle research irferet my vat toeface — Ind utd 
in ths sdim ae eagles d RC 3 Wig stdemrs. Stio 7 idztifes tyes d miy 
steets tht are plemic to afore de to thar qais, grandarity q peformre 
infictias. Ssed popsed retaisma for supartirg Rindiuire WS 8&7, 1, 104 
Tb) ae dscssed bidy in Stim 8 tue HS wil dande om tle aditetue ad 
pdads mtd to syt the regi rererts. preserted Tere. 


?'[he termResearch Internet refers to a collection of governnent, university, and sone pri vate conpany, net works 


that are used by researchers to access shared conputing resources (e.g., superconputers), and for research related 
information exchange (e.g., distribution of software, technical docunents, and email). The networks that make up 
the Research Internet run the IXDInternet Protocol [1]. 

*'[he Federal Research Internet Cbordi nati ng Conn ttee (FRLGO) is mde up of representatives of each of the 
najor agencies that are i nvol vedin networking. ‘They have been very effecti vein coordi nati ng their efforts to elim nate 
1 neffri ent redundancy and have proposed a pl anfor the next 10 years of internet worki ngfor the governnent, scientific, 
and educati on commmni t y| 2]. 
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Policy Requirenents for Inter Admnistrative Donai n Routing 


1 Status of this Meno 


‘Te prpæ d ths remis tofoas dsassiman prticdar pdlenin tle Internet ad possi Be 
mhb d ddim N pogsed sduias in ths darat are irtertd æ stack fæ tle 
lrterret. Rtler, it is hoged tht a gerd cosas wil eeg zs to tle apopide dtia 
to such piers, lead rg eetially to the. ddat adattiod startré. Tstribticon 

d this remis ulirrted 


2 Abstract 


Hits are row uxbrvay to ddo a rewgererdian d rtig poo tht wil dloweah 

Atnistrative Dan (A) in tle going Interest (and internets in gerd ) to inkpentrtly 

epes atlatace pdides revardip tle fond jadets to fram and throghits resarass. 1 ‘Tis 
damt aticdates the regirererts for plicy based rati rp ard shold be wed es inpt to tle 

fuctiad spedfratian ard el uitia df posse pidioxd s. 


"do aitid asupias wil deœ tle tye d atig redmismtld is disd (1) tle 
tgd argarizatian d? AS, axi (2) the tye axderiaalityd dids eqressedlTy ÆA. Ater 
jutifyrg ar æsupias regrdrg Dicey ve peet a tacog ad sped fc. eae, 

d pdide tht mt le spote y a Rpdod. — Werdub wha bid dsassian d 
Hig ratirg mbisa pedin peias HS (8X, UD, 10 105). Fue RS wil 
danae an tle arditecture ad pdads rescid to sypat the reqiremts peseted lere 


‘The naterial presented here incorporates discussions held wth nenbers of the IAB Autononous Networks 


Research Group and the Qoen Routing Wrki ng Group. 


